Cybercriminals are quite effective at getting what

they want. They've learned that the easiest way
u re u ur e around your organization's defenses isn't hacking
@ and cracking, it's tricking you into letting them in.

DIGITAL ATTACKS

Phishing: Email-based social engineering S 1 | E 1 1

targeting an organization. OCIG nglneerlng

Spear Phishing: Email-based social engineering Social engineering is the art of manipulating,
targeting a specific person or role. influencing, or deceiving you into taking some

action that isn’t in your own best interest or in

Stop, look, and think before you click that : N
the best interest of your organization.

link or open that attachment.

The goal of social engineers is to obtain your
trust, then exploit that relationship to coax

IN-PERSON ATTACKS

USB Attacks: An attack that uses a thumb drive you into either divulging sensitive information

to install malware on your computer. about yourself or your organization or giving
them access to your network.

Red Flags

Red flags are a sign of danger or a problem.
They can be as subtle as an uneasy feeling
or as obvious as an email about “suspicious
charges” from a bank that you don't even
have an account with.

Tailgating: When a hacker bypasses physical access
controls by following an authorized person inside.

Stop, look, and think before allowing someone
in that you don't recognize or plugging any
external media into your computer.

PHONE ATTACKS

Smishing: Text-based social engineering.

Vishing: Over-the-phone-based social engineering. Pay attention to these warning signs as they

, ! . i
Stop, look, and think before you surrender can alert you to a social engineering attack!

confidential information or take action on
an urgent request.

Since phishing is the most common form of social engineering, let's take
a closer look at seven areas in an email and their corresponding red flags.

FROM SUBJECT
* An email coming from an ¢ 8 0 § e Bb e J * The subject line of an email is
unknown address. » From: hr@yourorganization.cnet irrelevant or doesn’'t match the
® You know the sender (or the ——»To: judy@yourorganization.net message content.
organization), but the email is —»Date: Tuesday, December 3:00 AM ° It's an email about something
unexpected or out of character. Subject:  Urgent Notice < you never requested or a
TO Hi Judy - receipt for something you
* You were copied on an email and ' never purchased.
you don't know the other people Now that our new CFO has been selected and starting CONTENT
it was sent to. soon, I'm asking everyone Fo fill out this quick survey * The sender is asking you to click
so all the accounting functions can be captured. It e h
DATE should take you only few minutes. Must be completed onaln .O!' Opell’1 an attachment.
° You receive an email that you by the end of the day. ® The email is asking you to look
would usually get during normal Click here to take the 1S download th ata compromising or
business hours, but it was sent attochment @ [Survey] or download the embarrassing picture of
at 3:00 a.m. . 4 yourself or someone you know.
HYPERLINKS Thanks in advance for your cooperation! * You have a.n_uncomfortable
«Th - lings in the ink feeling, or it just seems odd or
e ar? mlssp.e Iz i ; Elnks | . https://survey-monkee.com/ illogical.
°® The email contains hyperlinks _|
asking you to take an action. Thanks so much. This really helps me out! f—m _ ATTACHMENTS
® When you hover your cursor over ﬁa‘ °* Any attachment you
the link, the link address is for a Your CEO receive that you aren’t
different website. expecting.
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